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1. Introduction

MDBase ("we," "us," or "our") is committed to protecting the privacy and personal data of all individuals who interact with the MDBase Doctors Recruitment Platform ("Platform"), accessible at web.mdbase.eu. This Privacy Policy explains what personal data we collect, why we collect it, how we use and protect it, and what rights you have under applicable data protection law.
This Policy applies to: (a) healthcare professionals (including doctors and medical practitioners) who create candidate profiles on the Platform; (b) corporate subscribers such as HR agencies and hospitals that use the Platform to manage recruitment; and (c) visitors to our website at mdbase.eu.
MDBase operates in compliance with Regulation (EU) 2016/679 (the General Data Protection Regulation, "GDPR") and applicable Estonian national data protection legislation. Where MDBase acts as a Data Processor on behalf of a corporate subscriber, processing is governed by a separate Data Processing Agreement (DPA).

2. Data Controller Identity



	Data Controller
	Metaform OÜ

	Registered Address
	METAFORM OÜ, METRO PLAZA FLOOR 3 - 311 TALLINN, 10111, ESTONIA

	Website
	www.metaformltd.com

	Privacy Contact
	info@mdbase.eu



For matters relating to personal data uploaded by corporate subscribers (e.g. candidate records managed by an HR agency or hospital), the subscriber acts as the Data Controller and MDBase acts as Data Processor. In such cases, data subjects should direct their requests to the relevant subscriber in the first instance.
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3. Personal Data We Collect


3.1 Data Provided by Medical Professionals (Candidates)
· Full name, date of birth, nationality, and contact details (email address, telephone number)
· Medical qualifications, and diplomas
· Work history, specialisations, languages spoken, and professional references
· Identity documents uploaded for credential verification purposes
· Profile photograph (optional)
· Availability, preferred work locations, and salary expectations
· Communications and messages exchanged via the Platform

3.2 Data Provided by Corporate Subscribers (HR Agencies and Hospitals)
· Organisation name, registration number, and VAT number
· Billing address and payment information 
· Names and contact details of authorised users and account administrators
· Job vacancy details, internal notes, and candidate evaluation records
· Usage data and access logs associated with the subscriber account

3.3 Data Collected Automatically
· IP address and approximate geolocation
· Browser type, operating system, and device identifiers
· Pages visited, session duration, and clickstream data via cookies and analytics tools
· Log files recording access times, errors, and API requests
· Firebase Cloud Messaging (FCM) token or similar push notification identifiers used to deliver platform notifications

4. Lawful Basis for Processing



	Processing Purpose
	Lawful Basis (GDPR Art. 6)
	Data Categories

	Providing the Platform and its features
	Art. 6(1)(b) — Contract performance
	Account, profile, usage data

	Verifying medical credentials
	Art. 6(1)(b) + Art. 9(2)(b) —
Employment purposes
	Qualifications, registration numbers

	Billing and payment processing
	Art. 6(1)(b) — Contract performance
	Billing details, transaction records

	Security and fraud prevention
	Art. 6(1)(f) — Legitimate interests
	IP address, access logs

	Platform analytics and improvement
	Art. 6(1)(f) — Legitimate interests
	Anonymised usage data

	Marketing communications (where opted in)
	Art. 6(1)(a) — Consent
	Email address, name




	Legal compliance and regulatory obligations
	Art. 6(1)(c) — Legal obligation
	Relevant records as required



5. How We Use Personal Data


5.1 For Medical Professionals
· Creating and maintaining your candidate profile visible to subscribing HR agencies and hospitals
· Matching your profile with relevant job vacancies based on your stated specialisation and preferences
· Facilitating secure communications between you and prospective employers
· Verifying the authenticity of your stated qualifications and licences with relevant regulatory bodies

5.2 For HR Agencies and health institutions
· Managing candidate pipelines, job postings, and applicant tracking workflows
· Providing access to the candidate database filtered by medical specialisation, experience, city and availability
· Generating compliance reports and placement analytics
· Processing billing and subscription management

6. Data Sharing and Disclosure


6.1 Third-Party Service Providers
MDBase engages trusted third-party processors to support Platform operations. All processors are bound by GDPR-compliant Data Processing Agreements:
· Cloud infrastructure and hosting providers (EU-based data centres)
· Email delivery services for transactional and notification emails
· Analytics providers using anonymised, aggregated data only
· Customer support tooling

6.2 Legal Disclosures
MDBase may disclose personal data where required by applicable law, court order, or regulatory authority, or where necessary to protect the rights, property, or safety of MDBase, its subscribers, or third parties.

6.3 Business Transfers
In the event of a merger, acquisition, or sale of MDBase or its assets, personal data may be transferred to the acquiring entity, subject to equivalent data protection commitments. Affected individuals will be notified in advance.

6. No Sale of Personal Data

MDBase does not sell, rent, or trade personal data to third parties for their own marketing purposes under any circumstances.

7. International Data Transfers

MDBase stores and processes personal data within the European Economic Area (EEA). In the event that any third-party processor operates outside the EEA, MDBase ensures that appropriate safeguards are in place in accordance with GDPR Chapter V, including:
· Standard Contractual Clauses (SCCs) approved by the European Commission
· Adequacy decisions recognising equivalent data protection standards
· Binding Corporate Rules where applicable
A list of third-country processors and applicable transfer mechanisms is available upon request at support@mdbase.eu.

8. Data Retention

Personal data is retained:
· For as long as the user account remains active
· For up to [6 months] after account inactivity
· Longer where required by legal, contractual, or regulatory obligations
Users may request deletion of their personal data at any time, subject to legal retention requirements.

9. Your Data Subject Rights

Under GDPR, individuals whose personal data we process have the following rights. To exercise any right, contact legal@mdbase.eu. We will respond within 30 days (extendable by a further two months for complex requests).
	Right
	What It Means

	Right of Access (Art. 15)
	Request a copy of the personal data we hold about you and details of how it is processed.

	Right to Rectification (Art. 16)
	Ask us to correct inaccurate or incomplete personal data.

	Right to Erasure (Art. 17)
	Request deletion of your data where there is no compelling reason for continued processing.

	Right to Restriction (Art. 18)
	Ask us to pause processing of your data in certain circumstances, e.g. while accuracy is contested.

	Right to Object (Art. 21)
	Object to processing based on legitimate interests, including profiling. We will cease processing unless compelling legitimate grounds exist.




	Right to Withdraw Consent (Art. 7(3))
	Withdraw consent at any time where processing is based on consent, without affecting the lawfulness of prior processing.

	Right to Lodge a Complaint
	File a complaint with the Estonian Data Protection Inspectorate (Andmekaitse Inspektsioon) at www.aki.ee, or the supervisory authority in your EU member state.



Please note: where MDBase acts as Data Processor on behalf of a corporate subscriber, we may need to redirect your request to the relevant Data Controller (the subscriber organisation). We will inform you of this where applicable.

10. Cookies and Tracking Technologies


10.1 Types of Cookies Used
· Strictly Necessary Cookies — Essential for Platform login, session management, and security. Cannot be disabled.
· Functional Cookies — Remember your preferences such as language, filters, and display settings.
· Analytics Cookies — Collect anonymised data on how the Platform is used to help us improve it (e.g. page views, feature usage). Requires consent.
· Marketing Cookies — Used only if you have consented to receive targeted communications. Not used for third-party advertising.

10.2 Managing Cookies
You can manage cookie preferences via the Cookie Settings panel accessible at the bottom of our Platform page. Strictly necessary cookies cannot be disabled as they are required for core functionality. Withdrawing consent for analytics or marketing cookies will not affect your ability to use the Platform.

11. Data Security

MDBase implements appropriate technical and organisational measures to protect personal data against unauthorised access, accidental loss, destruction, or disclosure. Our security measures include:
· TLS 1.2+ encryption for all data in transit between your browser and our servers
· AES-256 encryption for sensitive data stored at rest
· Role-based access controls limiting internal access to personal data on a need-to-know basis
· Regular penetration testing and security audits by independent third parties
· ISO 27001-aligned information security policies
· Incident response procedures with breach notification to supervisory authorities within 72 hours where required under GDPR Article 33

No method of transmission over the internet is completely secure. While we strive to protect your data, we cannot guarantee absolute security. In the event of a data breach affecting your rights and freedoms, we will notify you promptly in accordance with GDPR Article 34.



12. Children's Privacy

The MDBase Platform is intended solely for professional use by adults aged 21 and over. We do not knowingly collect personal data from individuals under the age of 21. If you believe a minor has provided us with personal data, please contact support@mdbase.eu and we will delete such data promptly.

13. Healthcare Data and Regulatory Compliance

Given the healthcare context of the Platform, MDBase recognises its obligations under both GDPR and applicable healthcare regulations. Specifically:
· Professional registration data (e.g. GMC, NMC, or equivalent EU medical council numbers) is used solely to verify candidate credentials and is not used for any secondary purpose without explicit consent.
· MDBase does not process clinical patient data. The Platform is strictly limited to HR and recruitment-related data.
· Corporate subscribers using the Platform to manage candidate compliance records remain the Data Controller for that data and bear responsibility for maintaining lawful processing under their own GDPR obligations.

14. Changes to This Privacy Policy

MDBase may update this Privacy Policy from time to time to reflect changes in our practices, legal requirements, or Platform features. We will notify registered users of material changes by email and via an in-Platform banner at least 30 days before the changes take effect. The date of the most recent revision is shown at the top of this document. Continued use of the Platform after the effective date constitutes acceptance of the revised Policy.
We encourage you to review this Policy periodically. Previous versions are available on request from support@mdbase.eu.

15. Contact and Complaints

For any questions, concerns, or requests relating to this Privacy Policy or your personal data, please contact us using the details below. We take all privacy enquiries seriously and will respond within the timeframes required by GDPR.

	Privacy Contact
	legal@mdbase.eu

	Postal Address
	METAFORM OÜ, METRO PLAZA FLOOR 3 – 311, TALLINN, 10111, ESTONIA




If you are not satisfied with our response, you have the right to lodge a complaint with the Estonian Data Protection Inspectorate (Andmekaitse Inspektsioon) at www.aki.ee, or the data protection supervisory authority in your country of residence within the EU.
